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Abstmct  of 

THE  C4I  STRATEGIC-OPERATIONS  LINK  SID 
FUTURE  DEVEL0PI-ENT8  IMPACTING  THE  OPERATIONAL  OOM^DER 

Technology  development*  within  the  Command,  Control,  Communicatione, 
Computers  and  Intelligence  (C41>  area  are  rapidly  causing  changes 
throughout  the  world.  U.S.  operational  commanders  should  reap  benefit  from 
these  advances.  Hbwever,  the  fact  we  can  disseminate  mot's  information, 
faster,  and  to  a  wider  audience  is  not  the  only  measure  of  effectiveness. 
Recent  experiences  during  the  Gulf  War,  Somalia,  and  in  development  of 
contingency  plans,  have  shown  the  dramatic  role  C4I  capabilities  can  have 
at  the  operational  level.  Future  operations  across  the  spectrum  of 
conflict  will  continue  to  demand  more  in  the  form  of  C4I  support.  The 
concept  of  forward  deployed  forces  is  shifting  to  force  projection  from  the 
Continental  United  States.  Coupled  with  resource  constraints,  this  shift 
requires  C4I  employment  concepts  and  architectures  to  change.  These 
changes  are  represented  in  concepts  such  as  the  Joint  Staff* s  C4I  for  the 
Warrior  and  the  U.S.  Army’s  Enterprise  Strategy.  Architectural  change, 
such  as  the  new  U.S.  Army  Intelligence  and  Security  Command’s  (INSCOM) 
Information  Management  Architecture  <IMA>,  is  beginning  to  focus  technology 
advances  on  to  equipment,  deployment  methods,  and  force  structure.  The 
focus  of  all  these  efforts  is  the  link  between  strategic  resources  and  the 
operational  commander.  Barriers  to  fully  Integrating  strategic  and 
operational  C4I  capabilities  do  exist.  C4I  wlnerabilities.  Multi-level 
security.  Joint  interoperability,  and  integrating  U.S.  and  coalition  forces 
continue  to  be  issues  that  will  demand  the  attention  of  C4I  planners  and 
operational  commanders  of  the  future. 
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Ca^TER  1  -  THESIS  It  BICNIFICMOE  OF  TECWOLOGV  CH^vgOE 

INTRODUCTION 

Technology  developments  within  the  Command  and  Control,  Communications, 
Computers  and  Intelligence  (C4I)  area  are  precipitating  changes  throughout 
the  world.  U.8.  military  operational  commanders  should  reap  bene-fit  from 
these  advances.  However,  several  questions  arise  regarding  the  application 
of  this  technology  to  support  the  operational  commander.  How  are  current 
concepts  and  architectures  linked  to  the  operational  commander?  Are  there 
tradeoffs  between  operational  effectiveness  and  technologic  efficiency? 

What  impact  may  future  coalitions,  U.S.  inter-agency  operations,  and  threat 
capabilities  have  on  C4I  support  at  the  operational  level?  Should  the  fact 
that  we  can  disseminate  more  information,  faster,  and  to  a  wider  audience 
be  the  only  measure  of  effectiveness? 

SIGNIFIQSMCE  CF  TECHNOLOGY  CHmSE 

During  Operations  DESERT  SHIELD  and  DESERT  STORM,  evidence  of  the  vast 
changes  within  the  C4I  arena  became  strikingly  clear.  Teleconmunication 
assets  within  both  the  military  and  commercial  realms  rapidly  alerted  not 
only  commanders  and  potential  target  areas  of  SCUD  launches,  but  also 
flashed  around  the  world  live  images  of  the  final  moments  of  the  warheads’ 
flights.  Air  and  guided  missile  strikes  on  Baghdad  were  brought  into  the 
world’s  living  rooms,  and  military  operation  centers  worldwide. 

Mobile  commercial  telephone  "stations"  ware  provided  by  commercial 
firms,  permitting  U.S.  military  personnel  access  to  telephone  home. 
Electronic  mail  networks  worldwide  responded  to  the  demand  for  access 
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batMeen  soldiers,  -family,  and  a  supportive  public,  Tiome.  The  utility  of 
network  electronic  mail  was  also  exploited  by^the  U.S.  military  and  other 
governmental  agencies  throughout  the  crisis. 

Satellite  communications  and  the  signi-ficance  o-f  space  plat-forms  for 
reconnaissance  were  also  evident  throughout  DESERT  SHIELD  and  DESERT  STORM. 
Detection  of  SCUD  launches,  identi-fication  of  SCUD  facilities,  target 
development.  Settle  Damage  Assessment  (BDA)  ef-forte,  unit  positioning  and 
reporting  capabilities  were  heavily  reliant  on  spaceborne  platforms. 

These  military  and  commercial  technology  applications  are 
representative  of  the  rapid  and  evolutionary  changes  impacting  modern 
warfare.  However,  some  of  the  -fundamental  problems  of  these  technological 
applications  became  apparent  during  operations  DESERT  SHIELD  and  DESERT 
STORM.  These  problems  continue  to  surface  as  issues  relevant  to  the 
effective  employment  of  U.S  operational  forces. 

Telecommunications  interoperability  was  a  deep  concern  during  the 
planning  and  execution  of  operations  DESERT  SHIELD  and  DESERT  STORM. 
Telecommunications  interoperability  between  the  U.S.  military  services  was 
widely  accepted  as  a  major  shortcoming  following  operation  URGENT  FURY 
<1982).  This  issue  remained  a  strong  concern  during  the  planning  and 
execution  of  operation  JUST  CAUSE  <1989-90).  New  symptoms  of  the  problem 
resurfaced  again  during  DESERT  STORM.  For  example,  the  coordination  and 
dissewi nation  of  the  daily  Air  Tasking  Orders  (ATOs)  between  Air  Force  and 
Navy  air  command  structures  required  that  hard  copy  of  the  ATO  be  air 
couriered.  ''I 

Additional  interoperability  issues  surfaced  as  U.S.  and  coalition 
forces  worked  through  the  problematic  areas  of  linking  various 
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teleccxnmanipations.  as4>^'^  daterminirg  hoM  i^cure  ccynmunl  cat  Ions  cquld 
be  establishad  withciut  coimpromieing  Dammuntgation  ^curity  (CXDI^C)  . 

Operation  JAYHAWK  rHUNDEf^i-from  the  .Gul-f  War  exeiTiplifiee  a  shortfall  in 
basic  telecommunications  capability  that  continues  to  demand  attention  as 
the  U.S.  seeks  to  harness  the  technology  advances.  Appendix  A,  an  extract 
from  the  U.S.  Army  Vision  concept,  provides  a  synopsis  of  the  JAYHAWK 
THUNDER  operation.  The  thrust  of  the  analysis  of  this  operation  is  that  a 
break  in  communications  with  units  on  the  move  can  reduce  the  effect  of  the 
synthesis  created  by  rapid  target  identification,  fire  support  and  power 
projection  in  the  deep  battle.  Although  this  operation  was  successfully 
executed,  the  effectiveness  of  the  operation  was  a  result  of  initiative  and 
a  "work-around"  to  existing  C4I  architecture.  ^2 

Initiative  and  dynamic  "work-arounds"  were  not  limited  to  combatant 
forces  during  operations  DESERT  SHIELD  and  DESERT  STORM.  The  challenge  of 
linking  national  assets  and  intra-governmental  agencies  to  the  operational 
commander  also  resulted  in  similar  occurrences.  Linking  national 
intelligence  data  bases,  imagery  data  bases,  and  establishing  communication 
links  to  agencies  such  as  the  State  Department  and  Central  Intelligence 
Agency  (CIA)  field  stations  are  Just  a  few  of  the  examples  where  use  of 
existing  commercial  capabilities  were  quickly  adapted  to  meet  operational 
requirements.  Many  of  these  temporary  or  quick  reaction  contract  (QRC) 
capabilities  are  now  formalized  as  recognized  requirements  within  the 
Department  of  Defense. 

Military  operations  throe ^hout  history  have  yielded  new  appreciations 
of  both  potential  shortfalls  and  increased  capabilities  resulting  from  the 
application  of  technology  advances.  Much  of  the  attention  after  operations 
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DESERT  SHIELD,  and  DESERT  STORM  focused  on  the  United  States’  technological 
process.  HoMever,  a  balanced  analysis  of  technology  must  also  take  into 
account  the  potential  of  an:  adversary  to  exploit  L^e  same  advances  in 
technology. 

Latin  American  druglords  use  of  high-tech  communications  and  radar 
equipment,  and  more  recently  the  Somali  warlord  Aideed’s  use  of  cellular 
satellite  communications  is  noteMorthy.  Technological  change  in  today’s 
world  benefits  the  Superpower  and  mini-power  alike.  Assessing  capability 
and  exploitability  of  technology  is  not  a  one-sided  activity.  As  the 
United  States  military  develops  strategies  to  take  advantage  of 
technological  advances,  threat  capability  must  be  assessed  in  order  to 
determine  how  best  to  provide  Increased  capabilities  to  the  operational 
commander . 

THE  FUTURE 

Technology  advances  have  substantially  decreased  the  physical  size  of 
equipment,  while  simultaneously  expanding  the  processing  capabilities. 

There  is  little  reason  to  suspect  this  trend  will  abate.  Theater-level 
intelligence  fusion  telecommunications  and  computer  processing  equipment 
once  required  environmentally  controlled  forty  foot  trailers.  These  are 
now  being  reduced  to  suites  of  equipment  packaged  in  vehicles  the  size  of 
tactical  ambulances.  Proliferating  more  systems  throughout  the 
battlefield,  or  even  fielding  more  mobile  systems,  is  only  a  small  part  of 
the  solution  to  meeting  the  diverse  requirements  of  future  Joint 
operations.  '^3 
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Lieutenant  General  Edmonds,  (Director,  Command,  Control, 

(Dommuni cat ions,  and  Communications,  J6>  provides  the  following  assessment 
of  the  future  demands  on  the  Joint  C4I  architecture. 

"At  a  time  when  the  Warrior's  job  is  likely  to  be  a 
crisis  response  in  a  politically  uncertain  world,  a 
resolute  commitment  by  the  Joint  Staff,  combatant 
commanders  (CINCs),  Services,  and  Defense  agencies  to 
the  vision  of  total  C4I  interoperability  provides  C4I 
stability  and  assurance  to  the  joint  Warrior.  Even 
though  fewer  warfighters  and  fewer  weapons  may  be 
available,  their  most  effective  use  will  be  realized 
in  joint  operations  whan  the  vision  of  C4I  for  the 
Warrior  has  been  achieved  in  the  Objective  Phase."  -^4 

C4I  for  the  Warrior  is  a  concept  developed  as  a  "...roadmap  to  focus 
unity  of  effort  within  the  C4I  community."  The  significance  of  this 

concept  is  in  the  attempt  to  focus  unity  of  effort  in  a  fjiture  environment 
of  budgetary  and  force  level  constraints.  Unity  of  effort,  or  Jointness 
and  Joint  interoperability,  is  certainly  not  a  new  idea.  However,  the 
recent  doctrine  and  concepts  development  within  the  Department  of  Defense 
and  other  national  agencies  is  placing  renewed  emphasis  on  Joint 
development  efforts.  This  is  as  much  a  function  of  shrinking  resources  as 
it  is  a  function  of  the  increased  feasibility  offered  by  technology 
expansion.  The  efficiency  of  technology  exploitation  has  become  as 
critical  as  the  effectiveness  of  the  systems  being  developed. 
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The  recent  concept,  guidance,  and  doctrinal  developments  go  well  beyond 
simply  advocating  Joint  interoperability.  These  e-f-forts  also  go  beyond  the 
sphere  of  technology  normally  associated  with  telecommunications.  The 
objective  of  these  developments  can  best  be  described  as  a  full  integration 
of  command  and  control,  combat  weaponry,  combat  support,  and  combat  service 
support  systems.  For  example,  the  U.S.  Army's  vision  of  this  concept 
includes  the  "digitization  of  the  battlefield. .. <to  provide) .. .the 
Warfighter  an  integrated  digital  information  network  that  supports  the 
warfighting  systems. .. "'^6  The  U.S.  Navy's  "Copernicus"  and  the  U.S.  Air 
Force's  "Theater  Battlefield  Management"  are  similarly  focused  concepts. 
Providing  the  operational  warfighter  a  qualitative  and  decisive  edge 
represents  the  future  of  all  C4I  efforts. 


CHAPTER  2  -  C4I  ARCHITECTURE  LIM<ED  TO  THE  OPERATIOvWL 
CQMTWDER 

DOCTRIf^  LINKAGE 

The  focus  of  current  U.S.  national  military  C4I  doctrine  is  to  provide 

"...full  functional  integration  of  C4I  for  the  CCommander  Joint  Task  Force] 
CJTF..."  '^1  This  doctrine  represents  the  linkage  from  the  National  Command 
Authority,  as  expressed  in  the  National  Military  Strategy  Document,  to  the 
Services  and  Operational  Commanders. 

"Secretary  Aspin  has  directed  the  armed  forces  to 
maintain  the  technological  superiority  that  contributed 
so  effectively  to  victory  in  Desert  Storm  an  other 
recent  military  operations.  A  key  element  of  that 
superiority  is  our  capability  to  command  the  high 
ground  of  space  early  warning,  intelligence,  weather, 
surveillance,  navigation,  and  command,  control  and 
communications."  *^2 

Because  of  the  significance  of  Spacsborne  platforms  to  the  overall 
capabilities  of  the  U.S.  military,  the  doctrine  also  serves  to  establish 
the  linkable  between  the  National  Space  Pol  icy,  the  Osfsnw  and  Service  Space 
policies,  and  the  operational  commander's  anticipated  reciuiremsnts  for 
Spacsborne  assets. 
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THE  JOINT  STAFF' a  "C4I  FOR  THE  WARRIDR" 

The  C4I  For  the  Warrior  concept  addresses  the  ongoing  e^^forts  to 
improve  operational  effectiveness  through  developments  in  technology. 
Particular  emphasis  is  placed  on  the  need  to  increase  the  effectiveness  of 
Joint  C4I  systems  through  efforts  to  increase  both  the  vertical  and  lateral 
capabilities  of  the  C4I  systems  available  to  the  commander.  Barriers  to 
truly  interoperable  and  effective  systems  do  exist  in  the  form  of  unique 
Service,  CINC,  and  functional  area  stove  pipe  systems.  Technology 
limitations,  as  Mell  as  past  doctrinal  and  procedural  practices,  serve  to 
perpetuate  many  of  these  stove  pipe  systems.  ^3 

The  overall  effectiveness  of  the  C4I  architecture  and  individual 
systems  is  being  incrementally  increased.  Bandwidth  compression  techniques 
are  being  Implemented  that  increase  the  effective  capacity  of  a 
communications  link  by  as  much  as  a  factor  of  4.  Technology  advances  in 
dynamic  bandMidth  management  techniques  that  allocate  portions  of  the 
communications  link  on  a  priority  or  time  share  basis  permit  a  typical  64 
kilobit  (KB)  tactical  satellite  link  to  carry  a  great  deal  more  information 
today  than  Mas  possible  S  years  ago. 

As  compHJters  have  become  faster  and  smaller  the  ability  to  move  larger 
quantities  of  information  to  operationally  deployed  forces  has  increased. 
Simultaneously,  updating  this  information  has  become  more  efficient  by 
linking  these  more  capable  cxvnputers  in  networks  that  take  full  advantage 
of  previously  mentioned  bandwidti’i  management  systems.  A  computer  need  not 
have  constant  data  connectivity  to  a  distant  network  or  computer  to  perform 
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its  function.  It  may  only  require  periodic  communications  access  to 
accomplish  updates  of  stored  information.  These  periodic  updates  may  be 
accomplished  by  a  time  allocation  or  priority  scheme.  The  net  effect  is 
more  efficient  use  of  communication  links.  To  the  operational  commander, 
this  equates  to  more  information  capability  within  the  daployfed  force  for 
the  same  or  lesser  quantities  of  physical  communication  links. 

Advances  are  being  made,  but  substantial  barriers  remain.  These 
include  the  issue  of  Multi-Level  Security  within  integrated 
telecommunications  networks,  software  compatibility,  and  procedural 
barriers  to  fully  integrated  access  to  national  strategic  assets.  Further 
technology  advances  will  be  required  to  attain  a  fully  integrated 
architecture.  It  is  for  precisely  this  reason  the  C4I  for  the  Warrior 
concept  places  a  premium  on  the  issue  of  efficiency  within  the  C4I 
architecture.  Included  in  this  goal  of  increased  efficiency  are 
development  and  implementation  efforts,  as  well  as  the  short  and  long  term 
resource  allocation  issues  associated  with  restructuring  the  C4I 
capabilities.  ^4 

LINKING  THE  ARMY 

"The  Army  Enterprise  Strategy  is  the  single,  unified 
vision  for  the  Army  C4I  community. .. It  synchronizes 
Army  programs  with  the  Joint  Staff’s  C4I  for  the 
Narrior  concept,  business  practices,  and  the  Defense 
Information  Infrastructure. " 
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The  Army  Enterprise  Strategy  was  disseminated  in  late  summer  of  1993  in 
a  document  titled  The  Vision.  The  strategy  describes  ten  principles  by 
which  the  Army  seeks  to  support  battlefield  information  management.  Those 
principles  aret 

1.  Focus  on  the  Warfighter 

2.  Ensure  Joint  Interoperability 

3.  Capitalize  on  Space  based  assets 

4.  Digitize  the  Battlefield 

5.  Modernize  Power  Projection  Platforms 

6.  Optimize  the  Information  Technology  Environment 

7.  Implement  Multi-Level  Security 

8.  Ensure  Spectrum  Supremacy 

9.  Acquire  Integrated  Systems  Using  Commercial  Technology 

10.  Exploit  Modeling  and  Si^latlon 

In  addition  to  linking  the  Joint  Staff’s  guidance  to  the  Army  programs, 
the  Enterprise  Strategy  links  C4I  architecture  to  the  way  in  which  the  Army 
will  fight  in  the  future.  The  strategy  was  developed  concurrently  with  the 
revision  of  the  warfighting  doctrine  expressed  in  the  Army  Operations 
Manual,  FM  lOO-S,  published  in  July  1993.  ''T 

On  21  December  1993,  the  office  of  the  Army  Director  of  Information 
Systems  for  Command,  Control,  Communications  and  Computers  (DI8C4), 


10 


CHAPTER  2  -  C4I  ARCHITECTURE  LINKED  TO  Tl-E  OPEWTIONAL 
CCmVMDER 

rclsarad  for  cxxjrdlnatlon  th®  follow  on  draft  implarwintation  plan,  Th®  Army 

Th®  draft  plan  contain®  20  formal 

tasks  that  will  b®  th®  basis  for  tha  Army's  Implsmantatlon  of  th®  10 
principles  relevant  to  the  Army’s  C4I  architecture.  A  review  of  tha  20 
tasks  reveals  the  broad  scope  of  the  implementation  plan.  Technological 
change  within  tha  C4I  arena  will  compel  change  throughout  th®  Army.  The 
implementation  plan  includes  taskings  to  U.S.  Army  organizations 
responsible  for  changing  doctrine,  training,  operational  guidance,  funding, 
acquisition  and  integration  strategies,  in  response  to  proposed  employment 
of  new  C4I  technology.  Each  of  the  designated  organizations  are  formally 
assigned  responsibilities  which  will  lead  to  the  establishment  of 
priorities  for  technological  advances  within  the  U.S.  Army's  Modernization 
Plan  (AMP).  Appendix  B  lists  each  of  the  implementation  tasks  and 
identifies  the  lead  Army  command  or  agency. 

Both  The  Vision  and  the  Enterprise  Strategy  Impleamentation  Plan  (Draft) 
stress  the  importance  of  C4I  architecture  and  the  employment  of  technology 
advances  as  force  multipliers.  In  this  context,  the  effectiveness  of  C4I 
technology  advances  are  not  measured  independently,  but  as  a  function  of 
their  contribution  to  the  entire  Army’s  capability.  Likewise,  the 
efficiency  of  a  given  procurement  strategy,  employment  methodology,  and 
system  will  be  evaluated  in  the  context  of  a  "...reengineered  Army 
Enterprise. " 
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SYlsERSlSTIC  TECHMOLOGY  APPLICATIOM 

Thtt  tarm,  battlespacs,  is  a  rslativaly  naw  dascriptor  of  tha  araa  a 
commander  is  concerned  with  during  the  conduct  of  military  operations. 
Nonetheless,  the  use  of  new  technology  to  provide  a  clearer  picture  of  tha 
operational  area  is  evident  throughout  military  history.  "Battlespacs 
management"  existed  long  before  tha  terminology.  During  tha  American  Civil 
UJar,  observers  and  cameras  were  used  aboard  helium  filled  balloons.  In 
effect,  this  was  an  early  attempt  to  provide  real*-time  aerial 
reconnaissance  to  tha  military  commanders  of  Union  forces.  '^10 

During  World  War  I,  the  integration  of  photographic  equipment  into  the 
airplane  provided  commanders  a  deeper  view  of  battlefield.  By  the  close  of 
World  War  I,  this  technology  was  capable  of  providing  ground  commanders 
with  photographic  intelligence  within  as  little  as  20  minutes  from  the 
aircraft’s  time  over  target.  This  intelligence  could  then  be  provided  to 
8upp}orting  artillery  batteries  within  minutes  via  telegraph.  This  was  an 
effective  merge  of  technology  to  increase  the  relative  combat  power  of  the 
operational  commander. 

A  striking  point  results  from  a  comparison  between  operation  JAYHAWK 
THUNDER  of  tha  1990’ s  and  the  efforts  to  link  aerial  reconnaissance  to  fire 
support  daring  World  War  I.  Seventy  years  of  technology  advancements, 
centralized  coordination  and  control  systems,  advanced  detection  systems, 
rapid  dissemination  capability,  and  technically  efficient  syatems  do  not 
necessarily  result  in  a  synergistic  effect.  Synergism  is  defined  as  " 
cooperative  action  of  discrete  agencies  such  that  tha  total  effect  is 
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gr««t«r  than  tha  sum  of  tha  affacta  takan  indapandantly".  ''12  Tha 
synergistic  effect  resulting  from  operation  JAYHAWK  THUNDER  occurred  in 
spite  of  the  existing  architecture,  not  as  a  result  of  it. 

OBJECTIVE  OF  THE  ARCHITECTURES 

Reliable  and  consistent  gains  in  the  effectiveness  of  combat  povv«er  diie 
to  tha  synergistic  employment  of  new  technology  are  a  product  of  the 
overall  architecture  in  which  these  technologies  are  esmployed.  The 
architecture  is  more  than  a  product  of  foreseeable  technology  changes. 
Shortfalls  and  vulnerabilities  are  also  an  integral  part  of  assessing  the 
overall  capability  of  the  architecture. 

The  architecture,  and  analysis  of  technology  to  support  that 
architecture,  is  a  product  of  the  social  and  political  environment  in  which 
the  military  must  plan.  One  writer,  on  measuring  the  efficacy  of 
telecommunication  architectures,  has  pointed  out,  "...  technological 
systems  have  to  be  assessed  in  the  operational  context  formed  by  the 
military  concept  in  which  they  are  to  be  applied"  ''13 

Operational  planning  cantering  around  forward  deployed  forces  is  being 
replaced  by  the  concept  of  force  projection.  Therefore,  the  context  for 
evaluation  of  all  military  systems  is  changing  to  the  demands  of  force 
projection.  This  is  tha  central  theme  in  C4I  concepts  and  architectures 
being  developed  within  the  Department  of  Defense. 
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PAfWDlGM  SHIFTS 

Tha  authors  of  tha  U.8.  Army  Entarprloa  Strategy . Implamaotation  Plan 

usa  the  term  "Paradigm  shift"  extensively  in  illustrating  the  reason  for 
change  within  the  C4I  architecture  of  the  Army.  The  summation  of  those 
shifts  are  that  as  the  threat  to  U.8.  global  interest  changes  so  does  the 
way  in  which  the  U.S.  military  must  operate.  Once  the  context  of  military 
operations  changes,  so  must  the  methodology  of  choosing  and  employing  C4I 
technology,  ''i 

The  layered  theater  C4I  infrastructures  that  existed  with  large  forward 
deployed  farces  have  become  obsolete  in  light  of  tha  constrained  lift 
capability  available  to  execute  force  projection.  The  response  has  been  to 
increase  the  reliance  on  commercial  telecommunication  links.  Theater 
unique  solutions  are  being  replaced  by  an  emphasis  on  global  solutions. 
Communications  systems  designed  to  interface  to  Corps  and  Echelon  Above 
Corps  (EAC)  systems  are  now  being  linked  directly  to  military  and 
commercial  telecommunication  networks  with  global  connectivity.  ''2 

The  lifecycle  of  technology  improvements  is  constantly  shrinking. 
Combined  with  constrained  financial  resources  and  an  increase  reliance  on 
technology  as  a  force  multiplier,  the  technology  lifecycle  issue  is  driving 
major  reviews  and  radical  shifts  in  system  acquisition,  training, 
logistics,  and  doctrine.  The  response  to  date  has  been  an  increased 
reliance  on  Commercial  Off-The-Ehelf  (COTS)  acquisition  strategies. 
Increased  commercial  maintenance  in  lieu  of  military  maintenance  personnel. 
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throw-away  cxjmponent  rap lacamonta,  and  much  broader  assassmentB  of  the 
impact  a  particular  C4 I  requirement  may  have  witl.in  the  Department  of 
Oefeneat 

^EAR  TERM  IMPACTS 

An  example  of  a  near  term  impact  of  technology  and  C4I  architectural 
change  is  the  architecture,  deployment  concepts,  and  equipment  fielding 
within  the  U.S.  Army  intelligence  community.  The  U.S.  Army  Intelligence 
and  Security  Command  (INSOQM)  Information  Management  Architecture  (IMA) 
approved  in  October  1993  was  developed  in  close  coordination  with  both  the 
C4I  architectural  changes  and  the  doctrinal  revisions  of  Army  Operations 
manual  FMl(X>-5.  The  new  IMA  reflects  a  shift  from  past  efforts  that 
focused  heavily  on  support  to  national  and  strategic  information  systems, 
with  support  rendered  to  the  operational  forces  on  a  theater  or  situational 
unique  basis.  Support  and  capability  were  closely  tied  to  each  theater’s 
characteristics,  and  varied  greatly  between  theaters.  Support  rendered  to 
U.S.  Southern  Command  (SOUTHCOM)  bore  little  resemblance  to  that  available 
to  support  U.S.  Forces  European  Command  (EUCCM) .  Support  to  contingency 
operations  was  more  a  function  of  availability  of  the  latest  technological 
devices’,  than  a  planned  support  package  based  on  established  requirements. 
Appendix  B  contains  graphic  representations  of  elements  of  the  U.S.  Army 
INSCGM  IMA.  Of  note  is  the  emphasis  placed  on  establishing  requiramants, 
the  flexibility  of  proposed  support,  and  lack  of  dependency  on  any  given 
theater’s  existing  telecommunications  infrastructure.  ''S 
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Tha  INSCOi  architectura  recognizes  the  demands  of  force  projection,  and 
attempts  to  accommodate  these  with  a  tiered  response  of  C41  assets.  This 
tiered  response  provides  the  operational  commander  a  rapid  deployment 
capability,  as  well  as  flexible  follaM  on  capability.  Access  to  Army, 

Joint  and  national  intelligence  assets  are  provided  with  a  Tier  I 
Intelligence  Support  Element  that  can  be  airlifted  in  a  single  C--141. 

Thus,  both  flexible  response  and  support  to  adaptive  planning  are  served. 
The  operational  commander,  regardless  of  theater  or  level  of  conflict,  is 
provided  a  standardized  support  package.  The  multiple  levels  of  access 
provided  to  an  operational  force,  from  the  Army  component,  Joint  theater, 
Department  of  Defense,  and  natiortal  intelligence  systems,  increases  the 
overall  effectiveness  of  the  support  .  '^4 

Technology  advances  have,  and  will  continue  to  play,  a  significant  role 
in  INSCXlM’s  efforts  to  support  the  operational  commander.  The  Intelligence 
Support  Element  <I8E>  is  currently  a  deployable  asset.  The  technical 
capability  and  the  doctrinal  employment  scheme  for  this  element  simply  did 
not  exist  prior  to  operations  DESERT  SHIELD  and  DESERT  STORM.  The  Trojan 
Spirit  satellite  system  was  a  direct  result  of  Quick  Reaction  Contract 
(ORC)  efforts  initiated  during  early  stages  of  the  Gulf  War.  Trojan  Spirit 
is  now  a  key  component  of  the  rapid  deployment  capability  of  the  ISE.  Tha 
Trojan  Spirit  satellite  terminal  is  capable  of  establishing  satellite 
communications  in  one  of  several  bandwidths  (Defense  or  leased  commercial 
satellites)  and  linking  the  operationally  deployed  forces  with  defense, 
national  and  global  Intelligence  communication  networks.  The  employment 
concept  is  a  direct  derivative  of  technology  advances  and  tha  linkage 
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establishad  Mlthin  tha  davaloping  041  archltitcturaa  of  Department  of 
Defense  agencies. 

Additional  shifts  are  in  evidence  throughout  the  linkage  of  the 
previously  mentioned  concepts  and  architectures  to  Continental  United 
States  (CONUS)  based  facilities  as  "...poMer  projection  platforms..."  '^6 
These  shifts  focus  on  many  of  the  issues  associated  with  force  projection 
and  the  operational  commander.  To  effectively  meet  the  operational 
challenges  of  force  projection  in  an  uncertain  and  resource  constrained 
environment,  much  of  the  intelligence  fusion  support,  logistics  support  and 
staff  functions  will  be  CONUS  based.  The  CONUS  bases  of  support  are  linked 
to  the  forward  forces  via  C4I  assets.  This  shift  is  heavily  dependent  on 
spaceborne  platforms  and  the  reliability  of  C4I  systems.  A  trade-off  is 
apparent.  Acceptance  of  a  level  of  risk  in  effectiveness  is  accepted  to 
fu^-ther  the  efficient  use  of  constrained  resources.  Much  of  the  envisioned 
efforts  to  attain  the  future  architectural  objectives  will  be  focused  on 
mitigating  this  risk. 

FUTURE  IMPACTS 

Operational  commanders  are  faced  with  planning  for  missions  spanning  tNi 
spectrum  of  conflict  from  Major  Regional  Conflict  (MRC)  to  Operations  Other 
Than  War  (OOTW) .  The  recent  emphasis  on,  and  predictions  that  future  U.S. 
military  involvement  will  be  centered  toward,  the  lower  end  of  the  conflict 
spectrum  does  not  obviate  concerns  with  employing  C4I  systems.  The  "tooth 
to  tail"  rettio  and  availability  of  appropriate  C4I  aK^uipment  within  the 
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Belected  -force  structure  for  a  given  operation  remain  significant  planning 
issues.  During  the  early  operations  of  the  JTF  in  Somalia,  the  U.S.  Army 
"...lOth  Signal  Battalion  provided  theater  communications  support  with  over 
600  personnel  assigned  from  12  dif-Perant  signal  battalions."  ^7  Increased 
requirements  to  access  CONUS  based  support  facilities  and  provide 
additional  access  to  non-OOO  agencies  will  continue  to  increase  the 
complexity  of  the  employment  of  C4I  assets. 

In  a  resource  constrained  environment,  one  critical  facet  of  -future 
technology  implementation  will  be  the  development  of  dual-use  technology.'^ 
Advances  within  the  C4I  architecture  will  be  tied  to  such  dual  use 
technology  as  artificial  intelligence,  high  definition  video  graphics,  the 
Integrated  Service  Digital  Network  (ISDN),  Broadband- ISDN  (BISDN), 
Multi-Service  Networks  (MSN),  and  Universal  Broadband  Networks  (UBN) . 

These  technologies  are  all  contemporary  concepts  and/or  components  of  what 
is  being  referred  to  as  the  "Information  Superhighway".  Highlighted  among 
the  advantages  of  this  technology  are  the  diversity  of  services  provided 
within  a  single  network,  the  consolidation  of  multiple  network  accesses  to 
a  single  access  point,  and  customer  control  in  managing  their  virtual 
network.  As  telecommunication  networks  merge,  physical  access  at  one  point 
on  one  network  will  allow  access  to  all  the  users  of  the  merged  networks. 
Access  to  multiple  users  or  agencies  becomes  possible  without  having  to 
establish  separata  and  distinct  communication  links  with  each.  Virtual 
network  in  this  sense  represents  a  subset  of  all  the  individual  users  or 
agencies  on  the  merged  netwrsrks.  The  subset  is  the  specific  users  to  which 
an  operational  force  may  require  access.  The  subset,  or  virtual  network, 
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may  expand  or  contract  based  on  the  needs  of  the  operational  fbrce  -  not 

solely  on  the  physical  communication  lines  between  the  fbrce  and  a  desired 
geographical  point.  As  networks  merge  the  number  and  size  of 
telecommunication  equipment  assemblages  that  must  be  moved  with  the 
operational  force  will  be  reduced.  Both  the  flexibility  and  mobility  of 
C4I  systems  will  be  enhanced  as  this  new  technology  is  implemented. 

In  addition  to  technology  barriers  to  attaining  the  objectives 
described  within  the  C4I  for  the  Warrior  concept,  there  are  also  some  very 
real  political  and  procedural  concerns  that  will  impact  the  operational 
commander.  The  impact  on  operational  commanders  is  acute  in  the  area  of 
combined  operations.  Interoperability  becomes  an  issue  beyond  simply 
technical  structuring  of  capability. 

"The  command  and  control  of  a  combined  operation 
requires  consideration  of  all  issues  that  arise  In  a 
Joint  operation,  but  in  addition,  requires  coping  with 
national  aspects  of  coovnuni cat ions  security  and  of 
intelligence  sources,  as  well  as  the  impact  of  national 
pride.  The  interoperability  problems  that  can  arise 
during  combined  operations  with  third-world  nations  may 
be  very  great  indeed." 

Replacing  the  Worldwide  Military  Command  and  Control  System  (WWMCCS) 
with  the  Global  Command  and  Control  System  (GCC8)  and  the  integration  of 
command  Local  Area  Networks  requires  standardization  of  C4I  protocols  and 


19 


'' 


CmPTER  3  -  RELATING  TECHvOLOGY  OMMQE  TO  ThE  OPERATIOfsWL 
CCmVMDER 

network  structures  that  were  formBrly  geographically  dr  command  speci-fic. 
One  potentially  u^-Ful  step  in  this  process  would  be  the  release  of  NATO 
standards  to  non-NATO  allies.  ''10  However,  the  release  of,  and  to  a 
greater  degree  the  acceptance  of,  standards  is  not  solely  within  the 
purview  of  the  United  States. 

The  possibility  of  a  disparity  between  U.8.  forces’  and  other 
combined  forces’  technical  capabilities  will  continue  to  impact  operational 
commanders  in  the  future.  With  the  increased  reliance  on  technology  as  a 
force  multiplier,  how  will  U.S.  forces  integrate  into  combined  operations? 
Will  the  operational  commander  have  to  plan  to  the  capabilities  of  the 
least  common  denominator?  Will  chopping  U.S.  C4I  assets  to  the  members  of 
combined  forces  be  possible?  Will  interfaces  be  required  that  permit 
backward  compatibility  to  the  technology  level  of  allied  forces? 

The  answer  to  these  questions  will  be  a  product  of  the  future 
technological  state  of  the  combined  forces,  doctrine,  political 
considerations,  and  to  a  very  significant  degree  the  planning  of  the 
operational  commander.  General  Robert  RisCassl,  a  former  Commander  in 
Chief  of  the  United  Nations  and  the  Republic  of  Korea  (ROK)  -  U.S.  Combined 
Forces  Command  has  captured  the  dilemma  facing  future  U.S.  C4I  planners  and 
operational  commanders  when  he  statedi 

"It  is  in  the  various  functions  embedded  in  C4I  that  the 
American  -Rsrces  possess  some  of  their  greateet 
advantages  on  the  battlerfisld. .  .as  we  cxsntinue  to 
improve  our  capabilities  for  collecting,  analyzing,  and 
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disseminating  intelligence,  managing  the  vast  amounts 
of  information  upon  which  decisions  are  made  and 
incorporating  more  and  more  computer  aids  to  the 
battlefield  decision  and  execution  process,  we  must 
exercise  care  that  these  systems  do  not  evolve  into 
exclusionary  processes.  Unless  the  architecture 
Incorporates  the  ability  to  share  with,  and  in  turn 
receive  from,  other  national  forces,  the  battlefield 
will  not  be  seamless  and  significant  risks  will  be 
present." 


21 


C>W>TER  4  -  CONCLUSION 


CONCLUSION 

The  desired  -future  Impact  of  technology  advances  in  support  of  the 
Joint  operational  commander  is  to  increase  the  effectiveness  of  the 
decision  making  -  action  cycle  by  providing  a  more  accurate  representation 
of  Battlespace  to  the  operational  commander. 

Increasing  information  flow  throughout  the  Battlespace  is  more  than  a 
function  of  technical  -feasibility.  Prioritization  and  structuring  of  this 
flow  must  be  inherent  in  the  C4I  architecture  to  insure  this  flow  supports 
the  needs  of  the  operational  commander. 

Concept,  architecture,  doctrinal  development,  and  modeling  attempt  to 
identify  the  problems  and  propose  approaches  to  resolution,  riuch  effort 
throughout  the  C4I  community  is  being  expended  to  refine  these  areas  in 
light  of  the  new  military  environment  of  -force  projection.  A  glimpse  of 
the  complexity  and  broad  impact  of  technology  integration  has  been  provided 
in  the  methodology  associated  with  each  of  the  reviewed  concepts, 
architectures  and  implementation  plans.  The  operational  environment, 
political  concerns,  technology  asseesmont,  force  structure,  doctrine, 
acquiaition  ctrategiss,  funding,  modeling  and  exercise  requirements  are  all 
inter-related  to  the  future  C4I  support  provided  to  the  operational 
commander. 
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APFevIDiX  A  -  OPERATION  JAYHAWK  THUNDER 


Extract  From  U,S.  Army  THE  VISION,  page  7-8. 

In  the  early  stages  of  Desert  Storm,  the  Army’s  VII  Corps  Artillery 
command  post  received  intelligence  reports  on  an  Iraqi  SA-2  Surface  to  Air 
missile  site  southwest  of  Basra.  At  the  time,  it  wasn’t  considered  a  high 
payoff  target.  But  during  the  ground  offensive,  when  B-52  strikes  were 
planned  for  the  "highway  of  death,"  the  SA-2  site  posed  a  real  threat  to 
friendly  aircraft  and  operations  of  the  1st  Armored  Division. 

On  26  Fi’bruary  1991,  the  VII  Corps  G2  passed  this  information  to  the 
VII  Corps  Fire  Support  Element  (FSE).  Other  sources  of  intelligence 
information  verified  that  the  SA-2  site  was  active  and  posed  a  lethal 
threat  against  a  planned  B-52  bombing  raid.  Responsibility  for  firing  the 
mission  was  given  to  VII  Corps  FSE. 

Repeated  attempts  to  communicate  with  the  75th  field  Artillery  Brigade 
failed  due  to  the  distance  between  the  Brigade  and  the  Corps  tactical 
operations  center.  All  day  on  26  February,  unite  of  the  Brigade  were 
fighting  and  moving  fast  as  they  reinforced  the  fire  of  the  1st  Armored 
Division  Artillery  and  provided  general  support  to  VII  Corps.  Unable  to 
contact  the  75th  FA  Brigade,  the  VII  Corps  FSE  sent  a  message  to  an  Air 
Force  EC-13CE  Airborne  Command  and  Control  Center,  code  named  Alley  Cat, 
asking  it  to  relay  the  fire  mission  to  the  75th  FA  Brigade.  Alley  Cat 
successfully  contacted  the  Brigade  at  1550. 

Corps  Artillery  intelligence  continued  to  verify  the  location  and 
activity  at  the  Iraqi  site.  A  target  grid  was  passed  to  the  JSTARS  Ground 
Station  Module  requesting  verification  that  the  target  was  still 
functional.  Flying  in  Alley  Cat,  Major  Gerald  Hauck,  the  Army  ground 
liaison  officer,  contacted  the  command  element  of  the  75th  FA  Brigade.  He 
issued  a  warning  order  for  the  fire  mission  on  the  SA-2  site,  but  did  not 
establish  a  launch  window.  Since  the  Brigade  was  moving  and  did  not  have 
communications  with  Corps  Artillery,  the  Commander,  Colonel  Jerry  Laws, 
asked  Alley  Cat  for  confirmation  of  the  mission.  Major  Hauck  confirmed 
that  VII  Corps  had  cleared  the  mission  and  that  he  was  working  on  airspace 
clearance  with  AWACS. 

75th  FA  Brigade  assigned  the  mission  to  A  Battery,  6th  Battalion,  27th 
Regiment.  The  commander,  Captain  Jeff  Lieb,  ordered  an  MLRS  launcher  to 
download  rockets  and  upload  missiles  for  an  immediate  Army  Tactical  Missile 
System  (ATACMS)  mission. 

At  this  point  Staff  Sergeant  Brault,  the  section  chief,  broke  his  MLRS 
launcher  away  for  the  Battery  convoy  and  set  up  a  firing  point  75  to  100 
meters  away.  Four  ATACMS  pods  were  delivered  by  the  ammunition  platoon. 

Two  missiles  were  uploaded  and  the  launcher  was  laid  on  target. 

Meanwhile  AWACS  cleared  the  airspace  an  initial  launch  window.  Alloy 
Cat  sent  the  launch  window  and  refined  target  data  to  the  75th  FA  Brigade 
at  1650.  Final  firing  data  was  computed  at  the  Fire  Direction  Control 
Center,  and  relayed  to  Staff  Sergeant  Brault  who  entered  the  data  into  the 
ri_R8.  At  1705  Alley  Cat  relayed  final  authorization  to  fire  from  VII  Corps 
to  75th  FA  Brigade. 

At  1709,  Sergeant  Brault  successfully  launched  two  ATACMS  missiles.  The 
brigade  commander,  Colonel  Laws,  reported  "SHOT"  to  Major  Hauck.  Damage 
assessment  later  showed  the  SA-2  site  destroyed. 
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APPENDIX  B 

ARMY  ENTERPRiae  IMPLEfCNTATION  PLW  TASKS 


Task  1;  TRADCX;:,  ISC,  INSCQM,  and  Space  and  Strategic  Defense  Cbmmand  combat 
developers  will  develop  the  Army’s  Enterprise  C4I  Operational  Architecture. 

LEAD  AGENCY!  TRADQC  (U.S.  Army  Training  and  Doctrine  Command) 

Task  2t  0DISC4  and  SARDA  will  lead  the  development  of  the  Army  Enterprise 
C4I  Technical  Architecture. 

LEAD  AGENCY!  QDISC4  (U.S.  Army,  Office  of  the  Director,  Information 
Systems,  Command,  Control,  Communications,  and  (Computers) 

Task  3;  TRAD(DC  and  AMC,  with  assistance  from  INSCQM  AND  ISC,  will  sponsor 
an  initiative  to  refine  the  current  Warfighting  Lens  Analysis  (WFLA) 

Systems  Evaluation  Criteria  (Scorecard)  and  convert  it  to  a  more  detailed 
and  comprehensive  evaluation  process  to  assess  and  prioritize  C4I 
requirements. 

LEAD  AGENCY;  TRADQC  (U.S.  Army  Training  and  Doctrine  Command) 

Task  4;  TRAD(X,  with  assistance  f»'om  INSCtDM  and  ISC,  will  expand  the  scope 
of  the  Warfighting  Lens  Analysis  (WFLA)  process  by  assessing  and 
recommending  prioritization  of  all  C4I  systems  to  HQDA. 

LEAD  AGENCY;  TRADQC  (U.S.  Army  Training  and  Doctrine  Commanp) 

Task  5;  TRADQC,  with  assistance  from  INSCQM,  and  ISC  will  integrate 

all  C4I  requirements. 

LEAD  AGENCY;  TRADQC  (U.S.  Army  Training  and  Doctrine  Command) 

Task  6;  DCSOPS  and  0DISC4  will  provide  necessary  funding  for  modeling  and 
enhancement  of  the  C4RDP  process  and  rename  it  C4IRDP.  , 

LEAD  AGENCY;  DCSOPS  (Deputy  Chief  of  Staff  Operations) 

Task  7;  DCSOPS  and  SARDA  must  ensure  continual  integration  of  the 
Enterprise  Strategy  into  the  TAP  and  LRRDAP  process. 

LEAD  AGENCY;  DCSOPS  (Deputy  Chief  of  SUff  Operations) 

Task  8;  PAED  must  ensure  continual  integration  of  the  Enterprise  Strategy 
into  PQM  guidelines  to  the  MACOMs. 

LEAD  AGENCY;  PftED 

Task  9;  0DI8C4  and  PAED  must  ensure  that  all  applicable  Program  Evaluation 
Groups  are  using  the  Enterprise  Strategy  as  a  framework  to  assess  C4I 
systems. 

LEAD  AGENCY;  0DI8C4  (U.S.  Army,  Office  of  the  Director,  Information 
Systems,  Command,  Control,  Communications,  and  Computers) 
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W»P0MDIX  B 

ARMY  ENTERPRISE  IMPLErCNTATlON  PLAN  TASKS 

Task  lOi  DCSQPS  must  arisure  that  tha  framawork  of  tha  Army  Entarpriaa 
Strategy,  The  Vision,  is  embaddad  into  all  applicable  annexes  of  tha  Army 
Modernization  Plan  (AMP).. 

LEAD  AGENCYs  DCSOPS  (Deputy  Chief  of  Staff  Operations) 

Task  Hi  SARDA  must  ensure  that  the  framework  of  the  Army  Enterprise 
Strategy  becomes  embedded  into  the  Army  Science  and  Technology  Master  Plan. 

LEAD  AGENCY:  SARDA 

Task  12;  DCSOPS  and  TRADOC  must  incorporate  the  Enterprise  Strategy  into 
the  Army  doctrine  and  assign  specific  roles  and  responsibilities. 

LEAD  AGENCY:  DCSOPS  (Deputy  Chief  of  Staff  Operations) 

Task  13;  0DISC4  and  SARDA  must  incorporate  the  Enterprise  Strategy  in  tha 
25-8eries  and  70-series  publications,  and  begin  the  process  of 
consolidating  these  into  one  series  of  publications. 

LEAD  AGENCY:  0DISC4 

Task  14;  DCSOPS  must  coordinate  a  review  of  Enterprise  and  related  DA 
initiatives  to  ensure  that  all  tasks  support  a  common  goal. 

LEAD  AGENCY:  DCSQPS  (Deputy  Chief  of  Staff  Operations) 

Task  15:  DUSA(OR)  and  0DISC4  with  DISA’s  technical  assistance,  must  oversee 
the  integration  of  C4I  models  to  facilitate  trade  off  analysis  and 
validation  of  the  architecture. 

LEAD  AGENCY:  DUSA(OR) 

Task  16:  SARDA  and  AMC  must  continue  the  incorporation  of  the  Enterprise 
Strategy  into  it's  on-going  review  of  Advanced  Technology  Demonstrations 
(ATDs)  and  Advanced  Warfighting  Demonstrations  (AWDs) . 

LEAD  AGENCY;  SARDA 

Task  17:  SARDA  must  strengthen  the  process  that  effectively  correlates 
results  of  ATDs  and  AWDs  to  future  acquisitions. 

LEAD  AGENCY:  SARDA 

Task  18;  TRADOC  will  initiate  a  program  to  educate  and  train  the  Army  about 
the  Enterprise  Strategy  Vision  and  the  use  of  the  10  principles  in 
identification  of  recMlrements. 

LEAD  AGENCY:  TRADOC 

Task  19:  0DISC4,  SARDA,  and  DCSINT  will  ensure  that  the  MAISARC/ASARC/Army 
Intelligence  Board  are  using  tha  Enterprise  Strategy  framework  to  assess 
C4I  systems. 

LEAD  AGENCY:  0DI8C4 
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APPENDIX  B 

ARMY  ENTERPRISE  IMPLEMENTATION  PLAN  TASKS 


Task  20i  ODI8C4  and  8ARDA  will  aatabUsh  a  program  that  raquires  tha  uaa  of 
Software  Capability  Evaluationa  baaad  on  the  Software  Engineering  Institute 
(SEI)  capability  modal  for  source  salection. 

LEAD  AGENCYt  QDISC4 


Task  listing  and  table  developed  from  the  U.8.  Army,  Army  Enterprise 
Strategy  Implementation  Plan,  version  2,5,  17  December  1993,  distributed  by 
the  U.S.  Army  0DISC4,  21  Decanbor  1993. 
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APPENDIX  C 

GRAPHIC  REPRESENTATIONS  OF  U.8.  ARf-lV  INSCOH  im. 

Global  Connectivitv  Reouirernents. . . . cage  26 

ODarational  Mission  Connectivity . . . ..page  29 

Tiat  I  Connectivitv  Requii'snents  -  EcbGlcn  Above. Corps 

Intelligence  Brigade^ . . . .  i ................... .page  30 

Initial  Deolovmsnt  (Tier  I)  Suooort . page  31 

Intermeoxate  uevel  Deployn-^nt  vTier  ID 

Extarnal  Conriecti'v ity  Raauii'smer.ts . . . .  .pace  32 

Inte''fnediate  Deployment  (Tier  ID  Support. . . . .  page  33 

Full  Brigade  Deployment  (Tier  III,' 

External  Connectivitv  Reauurements . . uaue  34 

Full  Bricace  Deolovmeot  (T-er-  III)  'Si.iooort. , .  . . . . oaae  35 


Source;  Graohics  extracted  fi'om  U.S.  Armv  Intelligence  and  Security  Ccwriand 
Information  Management  Architecture  Decision  Briefing,  Oct  1993. 
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